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1. Introduction

1.1

1.2

1.3

1.4

1.5

1.6

1.7

This Data Sharing Agreement (DSA)1 has been developed by the NPCC and The
Methodist Church on behalf of each of the Police Forces listed in Appendix A and The
Methodist Church Connexional Safeguarding Team 2 listed in Appendix B (hereafter
termed ‘Parties’) to help facilitate data sharing between those Parties for the purposes
set out under Section 2.

This DSA has been developed in response to a recommendation made by the
Independent Inquiry into Child Sexual Abuse.

The intention is that this DSA negates the requirement for individual Police Forces and
The Methodist Church Connexional Safeguarding Team to create their own bilateral
DSAs. They will however, need to establish local arrangements to facilitate sharing and
Appendix C provides a template that may be used to document those local practical
arrangements. Any documentation of the underpinning local arrangements will not
need to encompass matters that are already covered by this DSA, e.g. legal bases for
sharing.

It is recognised that Police Forces have in place pre-existing data sharing mechanisms
for safeguarding and other purposes, some of which may occasionally be used for data
sharing with The Methodist Church Connexional Safeguarding Team The intention is
that this DSA and the Police Force’s component of the underpinning local
arrangements will not replace such mechanisms. Instead, the underpinning local
arrangements will either:

= provide a link to those mechanisms where those mechanisms are appropriate
for use?, or

= fill any gap should those mechanisms not exist or are not suitable in the specific
circumstances

With the exception of the Hydrant Programme agreement detailed in 1.6 below, pre-
existing processes to share data within policing and within The Methodist Church
respectively fall outside the scope of this DSA.

The NPCC’s Hydrant Programme provides a pathway for complex child abuse referrals.
See Appendix D.

Appendix E sets out the defined terms used in this DSA.

Lead Signatories

1.8

Police and The Methodist Church Lead signatories have been identified and these
individuals are the strategic business leads who confirm the necessity of data sharing
under this initiative.

= The NPCC’s Lead Signatory for this data sharing initiative is the NPCC Child
Protection and Abuse Investigation Lead.

= The Methodist Church’s Lead Signatory for this data sharing initiative is the
Director of Safeguarding of the Connexional Safeguarding Team.

2 From a data protection perspective, The Methodist Church is not a single Controller but encompasses numerous
individual Controllers across its complex structure.

3 The underpinning local arrangements (see Appendix C) should set out the circumstances and means by which a
Data Sharing request should be diverted to/processed by pre-existing Data Sharing mechanism e.g. Multi-Agency
Public Protection Arrangements (MAPPA), Multi-Agency Safeguarding Hub (MASH) etc.


https://www.iicsa.org.uk/recommendations/recommendations-anglican-church-investigation-report#1914685679

OFFICIAL

1.9 The DSA contains a signatory section at 15 through which the Parties acknowledge and
accept the requirements placed upon them by the DSA.

Data Sharing Leads
1.10 Each Party will identify a Sharing Lead(s) as set out at 5.3 and 5.4.

Sharing

1.11 The Parties agree that for the purposes of this DSA the term ‘sharing’ data means
providing or disclosing data including personal data to another Party by any means
and/or the receiving or collection of data including personal data from another Party by
any means.

1.12 In some instances all the Parties may share data with one another; in some cases a
single Party may share data with one other Party, but not share data with any other
Parties or Party. Signing up to the DSA does not oblige any Party to share data.

Controllership

1.13 Under this initiative data sharing between the Parties is considered to be on a
Controller-to-Controller basis. Each Party listed in Appendix A and Appendix B are
regarded as a separate Controller.

2. Why the Parties have agreed to share data (the purpose)

Police Forces

2.1 The Police have identified the following specific purpose(s) for sharing data under this
DSA where sharing is necessary to achieve these purposes:

Law Enforcement Purposes?

2.2 The prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention
of threats to public security.

General Purposes

2.3 For any Common Law Policing Purpose falling outside the specific scope of Law
Enforcement Purposes.

2.4 To prevent death or serious harm.

2.5 To enable Parties to carry out tasks they are authorised to undertake in the public
interest

Methodist Church

2.6 The Methodist Church has identified the following specific purpose(s) for sharing data
under this DSA:

General Purposes

2.7 To identify people who may pose a risk to others and, where possible, work to reduce
offending behaviour.

4 As defined by Section 31 Data Protection Act 2018.



https://www.legislation.gov.uk/ukpga/2018/12/section/31
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2.8 To enable The Methodist Church Connexional Safeguarding Team to put in place
safeguarding risk management or support arrangements.

2.9 To take steps to protect employees, those that work for Methodist Districts, including
contractors, office holders and volunteers; members of The Methodist Church and the
public from serious harm and enable early interventions to prevent the escalation of
risk and mitigate identified risks in collaboration with the police.

2.10 To prevent death or serious harm or any other criminal activity.

2.11 To undertake investigations and reviews (including lessons learnt reviews) to maintain
and improve good practice in safeguarding.

2.12 To support other agencies in carrying out their statutory functions (e.g. prevention and
detection of crime).

2.13 To report all suspicions, concerns, knowledge, or allegations that reach the relevant
threshold, to the Police.

2.14 To support survivors and to offer opportunities for survivors to contribute to lessons
learnt reviews when such individuals are not known to Methodist Districts but are
known to the Police.

3. How the sharing can be legally justified

3.1 The Parties agree that the lawful bases for sharing by the Police Forces and The
Methodist Church Connexional Safeguarding Team respectively are as set out in
Appendix F and Appendix G.

3.2 The Parties agree that Appendix F and Appendix G may be updated from time to time
as is necessary without the requirement to update the substantive parts of this
document.

4. Data Protection Compliance

4.1 The Parties agree that the data sharing under this DSA will involve processing of
personal data which must be carried out in accordance with Data Protection Legislation
(the Data Protection Act 2018 and UK General Data Protection Regulation).

4.2 The Parties recognise that dependent on their status and the purpose of the processing
that some sharing may be for law enforcement purposes while some may be for
general purposes.

4.3 The Parties accept that in terms of Data Protection Legislation they are individual
controllers in their own right in relation to the personal data held by them under this
DSA until the point where that data is shared directly with and received by another
Party - at that point the recipient Party will assume individual controllership of their
copy of the personal data disclosed to them.

4.4 The Parties recognise that the purposes for sharing personal data will be specified and
made explicit in their privacy policies or data protection policies and their privacy
notices (or fair processing notices or data protection notices). They agree to meet any
related requirements arising from the Data Protection Legislation.

4.5 The Parties accept that they will never use any personal data shared for a purpose that
conflicts with or is not compatible with the purpose(s) for which it was shared unless
the law allows that to occur.



4.6

4.7

4.8

4.9
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The Parties agree to share personal data only where it is lawful and fair to do so,
subject to exemptions, and where necessary conditions for the processing have been
met.

The Parties recognise individuals whose personal data is shared have a series of rights
under the Data Protection Legislation and that these will be facilitated.

The Parties accept the requirements under Data Protection Legislation to maintain
respective records of processing activities (RoPA) and agree that this DSA shall be
included in such records.

The Parties should maintain records of sharing requests under this DSA and recognise
the importance of keeping such records.

4.10 The Parties assert that they have considered their obligations arising from the Data

Protection Legislation and determined that in principle their sharing of personal data
under this DSA is in compliance with Data Protection Legislation.

4.11 The Parties accept that it is their responsibility individually, or jointly in cases where

they act as joint controllers, to ensure that on a case-by-case basis sharing of personal
data under this DSA and its subsequent use by them is in compliance with Data
Protection Legislation.

5. Implementation

5.1

5.2

5.3

5.4

5.5

5.6

Due to the Parties’ numerous, complex, and differing structures it is not practical to
prescribe within this DSA a single detailed sharing process for all Parties to adopt.

Each Party therefore agrees to initially implement arrangements for sharing with the
Party with which they are likely to have the greatest interaction. It is anticipated that in
most cases, these Parties will cover similar geographic areas and be a Police force and
The Methodist Church Connexional Safeguarding Team, but not necessarily in every
instance.

To facilitate this, each Party will initially identify a Data Sharing Lead who will act as the
point of contact between the Parties when developing the sharing arrangements. They
may also act as a point of contact should there be a need to establish sharing
arrangements with additional Parties, or undertake one-off sharing with additional
Parties.

Once identified, central Police and Church registers of the Data Sharing Leads will be
created, made available, and maintained.

The Register is intended to provide a central directory to assist Parties communicating
with one another, both during the implementation of local sharing arrangements and
afterwards on an ongoing basis. Consequently, the Parties agree to ensure their entries
on the register are kept up-to-date.

Appendix C provides a template for suggested local practical arrangements for Parties
to implement sharing under this DSA.

6. Relevant Data

6.1

The Parties agree that a sharing request contains sufficient context to outline what
data is needed and for what purpose.
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6.2 The Parties agree to share, where lawful to do so, relevant and proportionate data
necessary for the purpose of the sharing. They agree to ensure individuals involved in
the sharing are appropriately trained to make data-sharing decisions.

7. How shared data may be used

7.1 The Parties agree that any data shared under the processes described in this DSA will
be used or handled in accordance with the terms set out in this DSA.

7.2 Additionally, the shared data may be used by the recipient Party for other appropriate
purposes beyond the scope of this DSA where it is compatible with the purpose for
which the data was obtained and where it is lawful to do so.

7.3 Where required, the Providing Party will advise where a temporary or permanent
restriction on further processing or disclosure is needed. Consideration can also be
given to informing the Providing Party of any intention of further processing or
disclosure where a restriction had not been notified at the time the data was initially
shared.

8. Information Security

8.1 The Parties agree to put in place appropriate physical, technical and organisational
measures to protect any data provided to them under this DSA.

8.2 The Parties accept the requirement to ensure that any Personnel are able to access
only the shared personal data necessary for their role and that they are appropriately
trained so that they understand their responsibilities in relation to personal data and
Data Protection Legislation.

8.3 The Parties agree to maintain a high standard of operational security by having and
adhering to proper security policies, including physical security policies, IT security
policies and business continuity and data recovery policies.

8.4 The Parties agree to instruct all individuals involved in data sharing to comply with their
organisation’s information security and remote working policies/procedures.

8.5 The Parties agree to protect the physical security of the shared data. This means they
will, as a minimum:

= Ensure their organisation controls physical access to its premises;

= Ensure proper physical control of printers and photocopiers so that personal
data is not left lying on printers/photocopiers or any other open surfaces such
as unattended desks;

= Ensure secure disposal of printed materials, so that materials intended for
disposal do not remain accessible. This may mean having locked confidential
waste bins situated next to printers/photocopiers and in other strategic
locations in a Party’s office premises;

= Ensure that old computers, printers and other electronic equipment are
disposed of safely and that all personal data is irretrievably deleted from any
electronic system before disposal,;

= Ensure that information security measures equivalent to those implemented at
work premises are applied to other work locations e.g. when working from
home/remotely.



8.6

8.7

8.8

8.9
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The Parties agree to protect the electronic security of the shared data. This means they
will, as a minimum:

= Ensure their organisation has a strong password policy that is adhered to by all
personnel. This should include requiring a sufficiently complex password which
is never kept with the device.

= Ensure their organisation installs security patches on electronic devices
(including ensuring all operating systems’ updates are installed in line with best
practice).

= Ensure personnel are given access only to the electronic systems that they need
to have. Senior Personnel may not necessarily need greater access than junior
Personnel. Access rights should be continuously monitored and reassessed
when Personnel change their work/role.

= Ensure that any Wi-Fi connections are secure and that any guest Wi-Fi is on a
segregated system, so that guests cannot access other systems from that Wi-Fi.

= Ensure that any data that is transferred, either within or outside the United
Kingdom, is transferred securely, in line with best practice.

The Parties shall e-mail Special Category Data or information about individuals’
criminal convictions or offences, suspected or otherwise, as far as is practical via
secure e-mail (e.g. using CJSM); or via email using password protection, with passwords
and the data provided in separate emails.

The Parties agree to have contracts and systems in place to ensure that any
contractors or subcontractors managing any aspect of information security, or
processing personal data as a processor on behalf of a Party, are fully aware of and
abide by the security requirements set out in this DSA.

The Parties agree to have robust data breach reporting policies in place, and adhere to
them, so that all personal data breaches are reported immediately to Personnel
responsible for managing data breaches when such breaches become apparent.
Further, all Parties accept that:

= A “Personal Data Breach” is a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data which has been transmitted or stored or processed.

= |fitis established that a Data Breach has occurred involving shared data, the
Party making the discovery shall inform in writing the Partner(s) who are subject
to or affected by the Data Breach of the details within a reasonable timescale,
24 hours where possible.

= Following this, any Partner(s) who has suffered a Data Breach shall: investigate
the cause of the Data Breach and establish the impact; where appropriate, take
any necessary action in accordance with its legal responsibilities; and take
appropriate steps to mitigate the cause and avoid any repetition.

= The Providing Party will also assess any potential implications for the Data
Subject whose information has been compromised and if necessary: notify the
Data Subject concerned; inform the Data Subject of their statutory rights; and
provide the Data Subject with the appropriate support.

=  Where a Data Breach has occurred the Party, which is the subject of the Data
Breach, supported by other Partners as necessary, must also notify the
Information Commissioner’s Office within 72 hours unless the Data Breach is
unlikely to result in a risk to the rights and freedoms of Data Subject(s). It is the
responsibility of the Party managing an incident to investigate and report as
appropriate to any other necessary bodies, e.g. Police, Charity Commission etc.

9
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= Personal Data Breaches that reach the threshold for reporting to the
Information Commissioner’s Office should trigger an exceptional review of this
DSA to determine whether changes are required to mitigate any enduring risks
arising from the data breach.

9. International Transfers

9.1 The Parties agree that personal data may only be transferred between the UK and
EU/EEA countries or where an adequacy arrangement has been entered into for that
territory. No transfer is allowed to the territories not covered by an adequacy
arrangement (such as the United States of America) unless specific and adequate
protections are in place (such as Standard Contractual Clauses or the Information
Commissioner’s International Data Transfer Agreement). Any Party uncertain of their
position should seek advice and guidance from their Data Protection Officer or Data
Protection lead.

10. Retention

10.1 The Parties accept that they must only store shared data in a form that identifies
individuals for as long as is hecessary for the purposes for which they are processing
the personal data.

10.2 The Parties also agree that they must each have and implement comprehensive
retention schedules, which:

= Set out the minimum necessary period of storage for different categories of
personal data, which are determined taking into account:

* The types of personal data processed (organised, for example, by function);
* The purposes for processing the personal data;

* Why each type of personal data should be retained;

* Any relevant industry standards or guidance;

* Any relevant legal obligations to retain personal data for specific periods of
time.

10.3 The Parties agree to have systems in place to adhere to the periods in their retention
schedules and to review their retention schedules regularly. They will train their
Personnel so that they are empowered to comply with their retention schedules.

10.4 The Parties agree that where a Party is disbanded or otherwise dissolved the Parties
will ensure that the shared personal data held by it is disposed of securely and
confidentially. Alternatively, where the Party is replaced by a successor organisation, it
will ensure that the personal data held by it is properly transferred to its successor
organisation, subject to the successor organisation becoming a signatory to this DSA. If
the successor does not wish to become a signatory to this DSA, the personal data will
be disposed of securely and confidentially

11. Data Quality

11.1 The Parties acknowledge that they have a general duty to ensure that personal data is
accurate, separate to the requirement to take steps where an individual exercises the
right to rectification.

11.2 The Parties therefore agree:

10
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= To have systems in place to identify any personal data that is inaccurate as to
any matter of fact.

= [f any Party discovers that personal data is inaccurate as to any matter of fact,
that Party will ensure that the data is made accurate. They will notify any other
Party or Parties with whom they had/have shared that personal data of the
inaccuracy of the data originally shared and how the data should be
corrected/amended.

= [|f any Party is notified that inaccurate personal data has been shared with them,
they will immediately take steps to amend the inaccurate data.

= That opinions/allegations that are accurately recorded, even if subsequently
found to be untrue, are to be regarded as accurate from a Data Protection
perspective. If any Party discovers or is notified that an opinion is
incorrect/inaccurate (for example because it is based on inaccurate data), then
they will record that the opinion is incorrect/inaccurate. It may still be important
to retain the incorrect/inaccurate opinion rather than delete it (for example, to
explain why they took specific steps or in case of a complaint or a legal claim).
This will need to be judged on a case-by-case basis.

= |f any Party discovers that they have shared an opinion which is
incorrect/inaccurate because it is based on inaccurate personal data, they will
notify any Parties within whom they had/have shared the incorrect/inaccurate
opinion.

Subject Rights

The Parties agree that:

12.1 Data Subjects have rights in respect of their Personal Data, and where relevant all
parties to this DSA must comply with these rights. Where a Party is the recipient of a
Subject Rights Request it is that Party’s responsibility to lawfully comply with that
request in accordance with the Data Protection Legislation and the terms of this DSA.

12.2 Parties will ensure that they have effective procedures for dealing with Subject Rights
Requests and complaints from individuals in relation to the use and disclosure of
Personal Data. All Partners who are party to this DSA must provide cooperation and
assistance to each other in order to resolve any Subject Rights Request or complaint
involving shared data.

12.3 Parties may be unaware of the harm that could arise from the disclosure of personal
data originally obtained from another Party sought via a Data Protection right of access
request e.g. prejudice to an ongoing police or safeguarding investigation or harm to the
health of the data subject or another person. Consequently, in order to understand the
sensitivity of such data the recipient Party will notify the Providing Party as soon as
possible, and in any case prior to the disclosure of the data. This will allow the potential
implications of responding to the request to be fully assessed and acted upon.

12.4 The same approach will be adopted for Freedom of Information Act requests received
by the police>.

13. Training & Advice

The Parties agree:

5 The Methodist Church falls outside the scope of the Freedom of Information Act 2000.
11
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13.1 To provide all those involved with sharing data under this DSA with sufficient training
and guidance to enable them to comply with this DSA. This may include the creation of
operational instructions and a Party-specific decision-making model to assist sharing
decisions.

13.2 If individuals are uncertain as to what personal data can or cannot be shared under
this DSA, then they will escalate the query to their Data Protection Officer or equivalent
individual in their organisation.

14. Administration of the DSA

The Parties agree:

14.1 That this DSA will come into effect on the date stated in the Summary Sheet on page 2
of this DSA.

14.2 That they may withdraw from the DSA upon giving 30 days’ written notice to the two
Lead Signatories who will cascade notice of that withdrawal to the remaining Parties. A
Party who withdraws must continue to comply with the relevant terms of this DSA in
respect of any data that the Party has obtained under those terms.

14.3 That the Lead Signatories will together review the DSA no more than twelve months
after its implementation. The review will consider whether the DSA is still useful and fit
for purpose, identify any emerging issues, and determine whether the DSA should be
extended for a further period or whether to terminate it. The decision of the Lead
Signhatories to extend or terminate the DSA, and the reasons, will be recorded. In the
event of a decision to terminate all Parties will be advised of this by the Lead
Signhatories with the termination to take effect one month after notice is issued.

14.4 That this DSA will be made available unredacted to the public in compliance with the
Freedom of Information Act 2000 in its entirety.

15. Signatories to this Data Sharing Agreement

15.1 The National Police Chiefs’ Council Child Protection and Abuse Investigation Lead has
signed this DSA on behalf of Chief Officers of the Police Forces listed in Appendix A. In
doing so they have acknowledged and accepted the requirements placed upon them
and others within their organisations by the DSA.

ACC Becky Riggs, NPCC Child Protection and Abuse Investigation Lead

15.2 The Methodist Church’s Lead Signatory signed this DSA in their capacity as the
Connexional Safeguarding Policy Manager. In doing so they have acknowledged and
accepted the requirements placed upon them and others within their organisations by
the DSA.

12



OFFICIAL

Donald Urquhart, Connexional Safeguarding Policy Manager on behalf of the Director of
Safeguarding, The Methodist Church in Britain

15.3 The Methodist Church has signed this DSA and the individual Controllers are listed in
Appendix B. In doing so they have acknowledged and accepted the requirements
placed upon them and others within their organisations by the DSA.

13



Appendix A: Police Force Parties

The Chief Officers of the Police Forces listed below, as Controllers, are Parties to this DSA.

Avon & Somerset Constabulary
Bedfordshire Police

British Transport Police
Cambridgeshire Constabulary
Cheshire Constabulary

City of London Police

Civil Nuclear Constabulary
Cleveland Police

Cumbria Constabulary
Derbyshire Constabulary
Devon & Cornwall Police
Dorset Police

Durham Constabulary
Dyfed-Powys Police

Essex Police

Gloucestershire Constabulary
Greater Manchester Police
Gwent Police

Hampshire Constabulary
Hertfordshire Constabulary
Humberside Police

Kent Police

Lancashire Constabulary
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Merseyside Police
Metropolitan Police Service
Ministry of Defence Police
Norfolk Constabulary
North Wales Police

North Yorkshire Police
Northamptonshire Police
Northumbria Police
Nottinghamshire Police
South Wales Police

South Yorkshire Police
Staffordshire Police
Suffolk Constabulary
Surrey Police

Sussex Police

Thames Valley Police
Warwickshire Police

West Mercia Police

West Midlands Police
West Yorkshire Police

Wiltshire Police

Each Chief Officer is Controller under Data Protection Legislation for the processing of
Personal Data by their organisation. Each Chief Officer is also a Party to the NPCC

Collaboration Agreement.

14
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Appendix B: Methodist Church Connexion
The Methodist Church as listed below is party to this DSA.

The Methodist Church Connexional Safeguarding Team

15
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Appendix C: Implementation Arrangements

The template below provides suggested local practical arrangements for Parties to
implement sharing under this DSA. Use of this template is not required, and the template is
not intended to replace or otherwise override the DSA itself.

The template should be amended to suit local needs.

Item

Response

Data Sharing Leads

Name, post/job title and contact details of
Police Data Sharing Lead/s

Name, post/job title and contact details of
Methodist Church Data Sharing Lead/s

Donald Urquhart, Connexional Safeguarding
Policy Manager

urquhartd@methodistchurch.org.uk
Tel: 020 7486 5502/07891 638078

Communicate, names, post/job title, and contact details of Data Sharing Leads to central
registers as per Paragraph 5.4 of this DSA

Sharing Processes

How requests will be made.

Both parties will use the Data Sharing Request Form
(Appendix H) or specify use of other forms of
documentation e.g. email only etc.

Method of transfer to be used when
sending responses to requests.

By email, voice or via encrypted transfer app or use
of OneDrive etc.

Frequency of sharing

Regular and scheduled or ad-hoc

Target duration to respond to sharing
requests

If target is not met, what action will be
taken?

Recording of sharing requests

How details of sharing requests and
responses (including refusals to share) will
be recorded

For example, on each Party’s recording system

Authorised Personnel

Name or post/job title of Police
individual/s who can authorise sharing

Name, post/job title and contact details of
Methodist Church Data who can authorise
sharing

16
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Refusal of request

How refusals will be managed

For example, referral to DPQO’s, escalation to senior
personnel.

Pre-Existing Data Sharing Mechanisms

Details of, and criteria, for pre-existing
Data Sharing Mechanisms to which
Data Sharing may be diverted where
appropriate e.g. MAPPA, Multi-Agency
Safeguarding Hubs

Data Protection Officer/Lead

Name and contact details of Police DPO

Name and contact details of Methodist
Church DPO/Data Protection Lead

Data Breaches (see Paragraph 8.8 of the DSA)

How data breaches will be reported

For example - who should the breach report be
made to, and how the Parties will jointly manage
the breach - who will be responsible for what.

International Transfers (if relevant) (see Section 9 of the DSA)

How the requirement for an
international transfer will be notified
and what must be included?

For example, email notification to Sharing Lead or
DPO, including reason for transfer, 3rd country etc.

Person authorised to agree an
international transfer (Police)

DPO or senior person

Personal authorised to agree an
international transfer (Methodist
Church)

DPO or senior person

Documents required to authorise an
international transfer

SCC, IDTA, risk assessment etc

Data Quality (see Section 11 of the DSA)

How data quality issues will be reported

For example, email, voice notification to Data
Sharing Leads

What actions will be taken when data
quality issues are reported

For example, data will be corrected by sending party
and resent with original version deleted; correction
will be made by both Parties etc.

Subject Rights Requests (see Section 12

of the DSA)

How rights requests/complaints will be
managed. Any management of such
requests must avoid collusion about
what the response to the data subject
will be.

For example, notification to Data Sharing Lead.

How notification of harm will be
managed

17



OFFICIAL

Appendix D: Hydrant Programme and Referral Form

The purpose of this Appendix is to provide information about the exchange of information
between the Hydrant Programme and Partners to this Agreement when a referral is made to
Hydrant regarding an allegation of child sexual abuse or other safeguarding referral.

Partners are not obliged to use the services of Hydrant, but they may do so under the terms
of this Agreement. All police forces involved in the Hydrant Programme are signatories to
this Agreement.

The purposes of the Hydrant Programme are to:

* Improve the police service response to the safeguarding of children and investigation
of child sexual abuse

* Increase victim, survivor, and public confidence in the police approach
* Maintain effective liaison with strategic partners and key stakeholders

* Coordinate the receipt of safeguarding referrals and reports of crime on behalf of
police forces in the UK

* Enhance the national coordination of investigations
* Develop best practice advice and be a hub for specialist knowledge and expertise

* Ensure a cohesive and coordinated multi-agency response to allegations and
safeguarding concerns

How to make a referral to Hydrant

Partners can make referrals to the Hydrant Programme, which may indicate child sexual
abuse has been committed, or where there is an identified child safeguarding risk, to:
HydrantEnquiries@southyorks.pnn.police.uk

When referring information to the Hydrant Programme, Partners will complete the Hydrant
Programme referral template (see next page), and will provide a unique reference number to
be used in all correspondence relating to that referral. The Hydrant Programme will
acknowledge receipt of the referral, providing details of the relevant force(s) disseminated to;
including the force reference number and any Investigating Officer details, if known.

The Hydrant Programme will act as a single point of contact [SPOC] between the Partner
organisation and national policing in England and Wales; and where relevant, Police
Scotland, the Police Service Northern Ireland, States of Jersey Police, Guernsey Police and
the Military Police. Hydrant Programme will also liaise with the National Crime Agency
[Interpol] regarding allegations of abuse that occurred outside of the UK where appropriate
and possible.

Both parties will communicate between the relevant SPOCs in order to resolve any problems.
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HYDRANT

The General Data Protection Regulation (GDPR) and Data Protection Act 2018 establishes a framework of rights and duties which
are designed to safeguard personal data. Please ensure that in processing the attached information, you undertake to ensure
such rights and duties are complied with. For further details on how the Hydrant Programme uses information, please visit:
www.norfolk.police.uk

Hydrant Programme Privacy Notice

The Hydrant Programme

Referral Form
[Insert Your Organisation Name]

Click here to enter a date.

Click here to enter text.

Click here to enter text.

Click here to enter text.

Click here to enter text.
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Click here to enter text.

Click here to enter text.

Click here to

Click here to enter text.

Click here to enter text.

Click here to enter text.

Click here to enter text.

Click here to enter text.

Click here to enter text.
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Click here to enter text.
Click here to enter text.
Click here to enter text.

Click here to enter text.

Click here to enter text.

Click here to enter text.
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Click here to enter text.

Any Questions/Submission of Referral Form To:
The Hydrant Programme Safeguarding Team

Email: HydrantEnquiries@southyorkshire.police.uk

Please note that the Hydrant Programme operates office hours, any urgent safeguarding matters need to
be reported to your local police/social care as per your usual procedures.

Please note that the above contact details should not be forwarded to members of public and the
Hydrant Programme does not investigate offences.
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Appendix E: Defined Terms Used in this DSA

Ad-Hoc Data Sharing

Sharing information not covered by a Data Sharing Agreement on a one-off basis.

Church Bodies
The Methodist Church Body listed in Appendix B.

Controller

The natural or legal person, public authority, agency or other body which, alone or jointly with
others, determines the purposes and means of the processing of personal data.

Criminal Offence Data

Personal data relating to criminal convictions and offences or related security measures,
including criminal activity; allegations; investigations; and proceedings.

Data Protection Legislation

All applicable data protection and privacy legislation in force from time to time in the UK
including the UK GDPR; the Data Protection Act 2018 (DPA 2018); and the Privacy and
Electronic Communications Regulations 2003 (SI 2003 No. 2426) as amended and all other
legislation and regulatory requirements in force from time to time which apply to a party
relating to the use of Personal Data (including, without limitation, the privacy of electronic
communications); and the guidance and codes of practice issued by the Information
Commissioner or other relevant data protection supervisory body/regulator.

DSA

Data Sharing Agreement.

Data Sharing Lead

The point of contact in each Party when developing the data sharing arrangements.

Data Subject

The individual to whom the data being processed relates and is identified/identifiable by that
data.

General Purposes

Any purpose other than a Law Enforcement Purpose.

Law Enforcement Purposes

As defined by Section 31 Data Protection Act 2018 - the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security.

Lead Signatories

The strategic business leads who have confirmed the necessity of data sharing under this
initiative.

NPCC

National Police Chiefs’ Council.
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Parties

Police Forces listed in Appendix A and The Methodist Church Connexional Safeguarding
Team listed in Appendix B.

Personal Data

Any information that relates to a Data Subject, including any information which can be used
to identify a Data Subject.

Personal Data Breach

A breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data which has been transmitted or stored
or processed.

Personnel

Individuals undertaking Sharing activity for or on behalf of the parties, including: police
officers, police staff, clergy, employees, contractors, and volunteers.

Providing Party

The Party who is the organisational source of Personal Data and shares it with one or more
other Party. This is the Controller responsible for the initial collection of that data.

Sharing

Providing or disclosing data including personal data to another Party by any means and/or
the receiving or collection of data including personal data from another Party by any means.

Special Category Data
Specific types of Personal Data that require additional care being taken when processing.
The categories are:
= data revealing racial or ethnic origin
= data revealing political opinions
= data revealing religious or philosophical beliefs
= data revealing trade union membership
= genetic data
= biometric data (where used for identification purposes)
= data concerning health
= data concerning a person’s sex life

= data concerning a person’s sexual orientation

Subject Rights Request

The exercise by a Data Subject of their rights under the Data Protection Legislation, including
the right to:

* be informed about the collection and the use of their Personal Data

= access Personal Data and supplementary information

= have inaccurate Personal Data rectified, or completed if it is incomplete
= request erasure (to be forgotten) in certain circumstances

= restrict processing in certain circumstances
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data portability, which allows the Data Subject to obtain and reuse their
Personal Data; for their own purposes across different services

object to processing in certain circumstances
object to automated decision making and profiling
withdraw consent at any time

complain to the Information Commissioner or seek judicial remedy

25



OFFICIAL

Appendix F: Police’s Legal Bases for Sharing
Lawful Bases: Police Forces

The Police’s underlying power to share personal data is derived from (i) Common Law
Policing Purposes which may be summarised as: protecting life and property, preserving
order, preventing the commission of offences, and bringing offenders to justice and/or (ii)
any duty or responsibility arising from statute or other rule of law including court order and
royal prerogative.

In terms of UK Data Protection Legislation® where the sharing is for one of the Law
Enforcement Purposes the sharing falls under the scope of Part 3 of the Data Protection Act
2018 (DPA) with the Police acting as a competent authority.

Where the sharing is for purposes other than Law Enforcement Purposes (referred to as
‘General Purposes’) the sharing falls under the scope of the UK General Data Protection

Regulation (UK GDPR).

Law Enforcement Purposes
Where the Police share personal data for one of the Law Enforcement Purposes:

The processing is necessary for the performance of a task carried out for a law enforcement
purpose by the police acting as a competent authority (DPA Section 30).

Where sensitive processing is involved the processing is strictly necessary for a law
enforcement purpose, an Appropriate Policy Document exists (DPA Section 42) and one
the following DPA Schedule 8 conditions is met:

the processing is necessary for the exercise of a function conferred on a person by an
enactment or rule of law and is necessary for reasons of substantial public interest
(DPA, Schedule 8(1))

the processing is necessary to protect the vital interests of the data subject or of
another individual. (DPA, Schedule 8(3))

the processing is necessary to safeguard children and other individuals at risk. (DPA,
Schedule 8(4))

General Purposes
Where the Police process personal data for General Purposes:

The sharing satisfies one of the following Processing Condition within UK GDPR Article
6(1):

(c) processing is necessary for compliance with a legal obligation to which the controller
is subject.

(d) processing is necessary in order to protect the vital interests of the data subject or
of another natural person.

(e) processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller?.

6 Data Protection Act 2018 and UK General Data Protection Regulation
7 Official authority may be derived from Common Law Policing Purposes, but it should be recognised that this does
not provide the police with an unconditional power to engage in any activity.
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Where Special Category Data is shared, in addition to a UK GDPR Article 6(1) Processing
Condition being met, one of the following UK GDPR Article 9(2) Special Processing Conditions
apply:
(c) processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is physically or legally incapable of
giving consent.

(e) processing relates to personal data which are manifestly made public by the data
subject.

(f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity.

(8) processing is necessary for reasons of substantial public interest, on the basis of
domestic law which shall be proportionate to the aim pursued, respect the essence
of the right to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and the interests of the data subject.

Where Special Processing Condition (g) is chosen one or more of the following DPA Schedule
1 Part 2 substantial public interest conditions applies:

(6) Statutory etc and government purposes - the sharing is necessary for a function
conferred on a person by an enactment or rule of law and is necessary for reasons
of substantial public interest.

(7) Administration of justice - the sharing is necessary for the administration of justice.

(10) Preventing or detecting unlawful acts - the sharing is necessary for the purposes
of the prevention or detection of an unlawful act; must be carried out without the
consent of the data subject so as not to prejudice those purposes; and is
necessary for reasons of substantial public interest.

(11) Protecting the public against dishonesty etc - the sharing is intended to protect
members of the public against either dishonesty, malpractice or other seriously
improper conduct, or unfitness or incompetence, or mismanagement in the
administration of a body or association, or failures in services provided by a body or
association; and must be carried out without the consent of the data subject so as
not to prejudice those purposes; and is necessary for reasons of substantial public
interest.

(12) Regulatory requirements relating to unlawful acts and dishonesty etc - the sharing
is necessary for the purposes of complying with, or assisting other persons to
comply with, a regulatory requirement which involves a person taking steps to
establish whether another person has committed an unlawful act, or been involved
in dishonesty, malpractice or other seriously improper conduct; in the
circumstances, the Police cannot reasonably be expected to obtain the consent of
the data subject to the processing; and is necessary for reasons of substantial
public interest.

(18) Safeguarding of children and of individuals at risk - the sharing is necessary for
the purposes of protecting an individual aged under 18 or 18 or over at risk from
neglect or physical, mental or emotional harm, or protecting their physical, mental
or emotional well-being; must be carried out without the consent of the data
subject; and is necessary for reasons of substantial public interest.

Where a condition in DPA Schedule 1 Part 1 or 2 is used an Appropriate Policy Document
has been created and maintained by the NPCC in accordance with DPA Schedule 1 Part 4.

Where Criminal Offence Data is processed a compliance with UK GDPR Article 10 is also
achieved, an Appropriate Policy Document has been created and maintained by the NPCC in
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accordance with DPA Schedule 1 Part 4, the processing is authorised by law as a clear and
foreseeable application of a common law task, function or power, a statutory provision, or
statutory guidance, and one of the following DPA Schedule 1 Part 1, 2 or 3, conditions is met:

(6) Statutory etc and government purposes - the sharing is necessary for a function
conferred on a person by an enactment or rule of law and is necessary for reasons
of substantial public interest.

(7) Administration of justice- the sharing is necessary for the administration of justice.

(10) Preventing or detecting unlawful acts - the sharing is necessary for the purposes
of the prevention or detection of an unlawful act; must be carried out without the
consent of the data subject so as not to prejudice those purposes; and is
necessary for reasons of substantial public interest.

(11) Protecting the public against dishonesty etc - the sharing is intended to protect
members of the public against either dishonesty, malpractice or other seriously
improper conduct, or unfitness or incompetence, or mismanagement in the
administration of a body or association, or failures in services provided by a body or
association; and must be carried out without the consent of the data subject so as
not to prejudice those purposes; and is necessary for reasons of substantial public
interest.

(12) Regulatory requirements relating to unlawful acts and dishonesty etc - the sharing
is necessary for the purposes of complying with, or assisting other persons to
comply with, a regulatory requirement which involves a person taking steps to
establish whether another person has committed an unlawful act, or been involved
in dishonesty, malpractice or other seriously improper conduct; in the
circumstances, the Police cannot reasonably be expected to obtain the consent of
the data subject to the processing; and is necessary for reasons of substantial
public interest.

(18) Safeguarding of children and of individuals at risk - the sharing is necessary for
the purposes of protecting an individual aged under 18 or 18 or over at risk from
neglect or physical, mental or emotional harm, or protecting their physical, mental
or emotional well-being; must be carried out without the consent of the data
subject; and is necessary for reasons of substantial public interest.

The Substantial Public Interest conditions required by the UK GDPR and Data Protection Act
2018 are met by the aims and objectives listed in Section 2 of this DSA.
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Appendix G: Methodist Church Lawful Bases for Data Sharing

Personal Data is shared under the terms of this DSA on the valid lawful bases as set out in
Table A below. For the avoidance of doubt, it may be the case that not all valid lawful bases
as set out in Table A will apply to every instance of data sharing. Other valid lawful
basis/bases may apply in addition or in place of those listed in Table A and the Table may be
updated from time to time to include additional valid lawful basis.

In exercising a function under a valid lawful basis or, in accordance with Data Protection
Legislation or any other applicable law, a Methodist District, Circuit or Church must have due
regard to the guidance issued by the Trustees for Methodist Church Purposes (TMCP) on
safeguarding matters and must comply with the requirements of the Retention Schedule
(September 2023).

There is an expectation that guidance and policies as referenced in the preceding paragraph
apply to all Methodist Church Districts, Circuits and Churches, but to the extent that they do
not apply, comparable policies must be in place.

Table A - Methodist Church

Lawful basis for processing

Purpose/Activity | Type of data including basis of legitimate
interest
(a) Contact (a) Necessary for our legitimate

interests (for ensuring and
demonstrating compliance

_ (c) Identity with Safeguarding Policy and
Safeguarding Practice to protect children,
To record and (c) Employment young people and vulnerable
maintain adults within our Local
safeguarding (d) Special Category Churches, Circuits and
records, self- Districts)
declarations,
incident reports, (b) Performance of a
and carry out contract with you
volunteer checks
and Disclosure
and Barring (c) Necessary to comply with
Service (DBS) a legal obligation

checks.

(d) Needed in the public
interest

Substantial Public Interest

The Substantial Public Interest conditions required by the UK GDPR and Data Protection Act
2018 are met by the aims and objectives listed in Section 2.

It is not always necessary or possible to obtain explicit consent for processing and sharing
Special Category and Criminal Offence Data. Circumstances include:

e where a crime may have been committed
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e where a person is judged to be at risk of significant/serious harm or a person is
considered to be a risk of harm to themselves or others

e The protective function of safeguarding would be prejudiced or prevented if a data
subject withheld consent, for example in relation to

* investigations into allegations or circumstances surrounding allegations

* understanding what failures or mistakes had been made that led to a Particular
situation or event or series of events

e reviews which could result in recommendations for improved practice and the
protection of individuals in the Church and engaged in Church activities

Appropriate Policy Document

Each Methodist Church District must have an appropriate policy document outlining
compliance measures and retention policies for Special Category Data as required by the
Data Protection Act 2018. For further information, please see here.
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Appendix H: Data Sharing Request Form
Part 1. Data Sharing Request

For use by the Party making the request for data sharing.

Name of Party to whom request is addressed:

Name of Party making request:

Name, position and contract details of person
requesting data:

Name, position and contract details of person
request is sent to:

Date/Time of response:

Description of data requested:

Provide sufficient detail for Data Subjects to be identified. Include any relevant time periods
or geographic locations. Ensure only the minimum necessary data is sought relevant to the
purpose.

High-level Purpose of sharing:
Retain which of the below apply and delete those that do not apply.
Request made by the Police

The prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties, including the safeguarding against and the prevention of threats to
public security.

For any Common Law Policing Purpose falling outside the specific scope of Law Enforcement
Purposes.

To prevent death or serious harm.
Request made by The Methodist Church

To identify people who may pose a risk to others and, where possible, work to reduce
offending behaviour.

To enable Districts to put in place safeguarding risk management or support arrangements.

To take steps to protect employees, those that work for Districts, including contractors, office
holders and volunteers; members of The Methodist Church and the public from serious harm
and enable early interventions to prevent the escalation of risk and mitigate identified risks
in collaboration with the police.

To prevent death or serious harm or any other criminal activity.

To undertake investigations and reviews (including lessons learnt reviews) to maintain and
improve good practice in safeguarding.

To support other agencies in carrying out their statutory functions (e.g. prevention and
detection of crime).
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To report all suspicions, concerns, knowledge, or allegations that reach the relevant
threshold, to the appropriate statutory authorities.

To support survivors and to offer opportunities for survivors to contribute to lessons learnt
reviews when such individuals are not known to Districts of The Methodist Church but are
known to the Police.

Specific Purpose of sharing:

Describe the specific purpose of the sharing which should fit under the High-Level Purpose
identified above. Demonstrate how the sharing will achieve the purpose.

Reason for not informing the Data Subject(s) of this request:

If it is determined that the Data Subject(s) should not be informed of this sharing request set
out the rationale for not informing them e.g. it would prejudiced a criminal investigation.

Preferred means of response:

Set out the preferred method for providing information in response to this request..
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Part 2. Data Sharing Response

For use by the Party responding to the request for data sharing once a decision has been
reached as to the extent to which the request will be met.

Name of Party to whom response is addressed:

Name of Party receiving response:

Name, position and contract details of person
issuing response:

Name, position and contract details of person
response is sent to:

Date/Time of response:

Means of response: e.g. email, voice

Decision to share or not:

Set out to what extent the sharing request has
been met

Reason(s) for not sharing:

Response authorised by:

Data Shared

Insert the information shared in response to the request and/or refer to any additional
attachments.

Restrictions on further use

Set out any restrictions on the further use of the disclosed data e.g. not to be disclosed to
Data Subjects due to potential prejudice to an ongoing criminal investigation.
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